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Abstract—In the past decades cryptography and specifically
encryption schemes were vastly researched. This is due to the
developments in technology, communication, and the rising
needs to use better, more resilient encryption for different types
of attacks, that are getting more sophisticated and use much
more computational power than before. For these encryption
schemes, there is usually a use of mathematical computation,
and different problems that are hard to solve, thus creating
stronger schemes. There has been a use also in different classical
problems of mathematics like computing prime numbers, using
elliptic curves and lattices. In this paper we suggest a novel safe
encryption scheme, that is based on a formula for
manufacturing Pythagorean triplets (where both
perpendiculars and hypotenuse are integers). We present the
decryption and encryption formulas along with several
examples of their operation and encoding results we achieved
with the algorithm.
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1. INTRODUCTION

In recent years, the field of cryptography has seen
significant advancements and research due to advancements
in technology, communication, and the increasing need for
resilient encryption methods. This is driven by the emergence
of sophisticated attacks that require immense computational
power to overcome. To develop stronger encryption schemes,
mathematicians have explored various mathematical
computations and classical problems that are deemed hard to
solve. This paper focuses on proposing a novel and secure
encryption scheme rooted in the concept of Pythagorean
triplets, a fundamental aspect of number theory. Pythagorean
triplets are sets of three integers that satisfy the famous
Pythagorean theorem. By leveraging the inherent properties of
Pythagorean triplets, we aim to create a robust encryption
system that ensures the confidentiality of data. Our approach
involves formulating a specific formula for generating
Pythagorean triplets, where all the three sides (hypotenuse and
both perpendiculars) are integers. We present the encryption
and decryption formulas derived from this novel scheme,
highlighting the key steps and operations involved.

To demonstrate the effectiveness and efficiency of our
encryption algorithm, we provide several examples
showcasing the encryption and decryption process, along with
the resulting encoded data. By exploring this unique
cryptographic encryption scheme based on Pythagorean
triplets, we hope to contribute to the existing body of
knowledge in the field of cryptography and provide an
alternative approach that offers enhanced security measures.

This paper proceeds as follows: firstly, we provide a
detailed background and related work to the research that on
its foundation we based our paper, then we present the
problem formulation, and our methodology of solving it,
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including our unique algorithm. Finally, we showcase our
results and evaluate the algorithm examples of manifestation.

II. BACKGROUND AND RELATED WORK

Cryptography is the science of secure communication,
used to protect sensitive information from unauthorized
access or modification. It has a long and fascinating history
dating back thousands of years, with its roots in ancient
civilizations such as Egypt and Greece. Today, cryptography
plays a crucial role in modern society by securing electronic
communication channels ([1]), financial transactions ([2]),
personal data storage systems ([3]) and many other critical
infrastructure components ([4]). With the rise of digital
technologies and the increasing complexity of cyber threats
faced by governments and businesses alike, cryptography
continues to be at the forefront of research in computer
science. Famous cryptographic applications include
encryption techniques such as symmetric key encryption
algorithms (e.g., AES [5]) and asymmetric key encryption
algorithms (e.g., RSA [6]). These and more are used for
various cryptographic protocols like SSL/TLS ([7]) that are
commonly used for secure online communication over the
internet. Most as all cryptographic applications include a
mathematical scheme of some sort ([8], [9], [10]).

Some of these applications take advantage of a certain
property of mathematical object, or some sort of natural
complexity certain mathematical problems have and create a
cryptographic scheme using these properties to encapsulate
the plain data and encrypt it.

Pythagorean triplets are sets of three positive integers that
satisfy the famous Pythagorean theorem — a + b?= ¢2, where
'a', 'b' and 'c' represent the lengths of the sides of a right-angled
triangle. These integer solutions have fascinated
mathematicians for thousands of years due to their unique
properties and applications in various fields such as number

theory ([11]), geometry ([12]), and cryptography ([13]).

The study of Pythagorean triplets has been traced back to
ancient civilizations such as Babylonian and Indian cultures
who used them for practical purposes like constructing
buildings with right angles. The Greek philosopher
Pythagoras is also credited with developing many properties
related to these triplets that are still studied today.

The use and combination of Pythagorean triplets in
different uses is explored in papers such as [14] and [15], and
for the early stages of this research, a basic scheme plan to
devise was planned in [16], and some of the scheme ideas
were developed in [17] and [18].

[II. METHODOLOGY

A. The formula for manufacturing pythagorean triplets

The formula for manufacturing Pythagorean triplets is
quite simple by nature, and for odd 'a' side (perpendicular)
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lengths was developed by Pythagoras himself around 540 BC,
and the formula for even 'a' side lengths was later developed
by Plato, around 380 BC. The basic assumption is that for any
given length of side 'a', that is > 3, and an integer himself, of
course, there will be a Pythagorean triplet by using this
formula an odd 'a' side length:

2_
b=%2;c=b+1 (1)
And for the case of even 'a' side length, the formula is:
b= ~1;c=b+2 )

The mathematical manufacturing of integer triplets
reassures that by using this formula in encryption we can
create an accurate encoding scheme.

B. Encryption/Decryption with the formula

For the purpose of encryption and decryption we have
devised two algorithms that their scheme is based on the
formulas in the previous subsection, along with another
private key, that will be denoted here as Pr = n, and will be
also used as another factor in the formula's scheme for
decryption, as the power of the resulted hypotenuse in the
encryption process and the root degree, accordingly, in the
decryption process.

Both the encryption and decryption processes are depicted
together in Fig.1, as we can see the encryption in the upper
part of the figure, and the decryption process in its lower part,
and in the decryption, we have to choose by two resulting
options, only one would be integer, thus using our knowledge
of the Pythagorean scheme, having all the sizes as integers.

The encryption and decryption algorithms, that their
operation is also described in Fig.1 are as follows:

int a = PlainText

PythagorianEncryprion (Plaintext a, Private Key n)
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Fig. 1. Encrytion and decryption process using a pythagorean triplets formula
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Fig. 2. The complete process of encoding and Pythagorian Triplets encryption of plaintext to cyphertext and the the other way round

IV. RESULTS

For the purpose of this research, we have devised a Python
based program that implements both the encryption and
decryption algorithms presented above. This software can be
seen in [19].

We have several examples of its operation and encoding
results, with different plaintexts and cyphertext created by the
algorithm, and implemented by the program, and are
presented in Table 1.

As we can see the plaintexts in the example are quite
simple and can easily be ASCII codes that represent alphabet
letters, creating a dictionary, that could be easily encoded into
cyphertext using the algorithms.

Every letter has to encoded and decoded separately, thus
creating turning complete plaintext sentences into long
cyphertext codes. The process is depicted in Fig.2 where we
can see the combination of ASCII encoding with the
Pythagorean Triplets encryption to cyphertext, and then the
other way round. As for these results, presented in Table I, the
small-scale examples are presented just for the convenience of
presentation, and any sort of private key »n can be chosen, as
for any kind of plaintext, to create large-scale cyphertexts.
This means, of course, that we can add even another layer of
encryption, depending on the method we choose to manipulate
the numbers of the basic plaintext, creating maybe a
multiplication of it, or even a power, making the scheme more
secure, and even harder to break without knowing the method
and the private key, of course.

TABLE L. CYPHERTEXTS AND PLAINTEXTS CREATED BY THE PYTHAGOREAN TRIPLETS ALGORITHM
CypherText n c b PlainText(a)
4913000 3 170 168 26
274625 3 65 63 16
440711081 3 761 760 39
1815848 3 122 120 22
1506138481 4 197 195 28
2773505125 3 1405 1404 53
321419125 3 685 684 37
18609625 3 265 264 23
2608757776 4 226 224 30
442050625 4 145 144 17
9597924961 4 313 312 25
844596301 5 61 60 11
10793861 3 221 220 21
11881376 5 26 24 10
1732323601 3 1201 1200 49
5929741 3 181 180 19
1349232625 3 1105 1104 47
389017000 3 730 728 54
148877000 3 530 528 46
1349232625 3 1105 1104 47
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V. COMPARISON WITH OTHER METHODS AND LIMITATIONS

The Pythagorean Triplets Encryption Scheme is a novel
encryption method based on the mathematical properties of
Pythagorean triplets. This method contrasts with established
encryption schemes like RSA ([20]), AES ([21]), and ECC
([22]) by using integer-based operations. While RSA and ECC
rely on complex mathematical problems (factoring large
primes and elliptic curve logarithms, respectively), and AES
uses a substitution-permutation network, the Pythagorean
Triplets approach offers a new layer of complexity. It requires
a private key and specific triplets, potentially providing
enhanced security, although its practical effectiveness and
robustness against modern cryptographic attacks need
thorough evaluation. Another aspect is the private key », that
is an unlimited integer, and can be changed and varied
according to the complexity desire of the user. Meaning a
higher complexity can be achieved by choosing large powers.
The full comparison of our scheme to these known encryption
methods in several aspects is presented in Table II.

Encrypting each message character individually using
Pythagorean triplets can be highly inefficient for large
messages due to the large number of operations required. To
handle this practical limitation, several strategies can be
employed. One approach is to use block encryption, where
multiple characters are grouped together into a block and the
entire block is encrypted as a single unit, reducing the number
of encryption operations. Another strategy is hybrid
encryption, which combines symmetric and asymmetric
encryption: the message is encrypted using a fast symmetric
key algorithm like AES, and then the symmetric key is
encrypted using the Pythagorean triplets' scheme. Stream
encryption is another option, where a pseudo-random key
stream generated by the Pythagorean triplets is XORed with
the plaintext message. Additionally, optimizing the
Pythagorean triplets' encryption algorithm itself through
efficient mathematical computations and coding practices can
enhance performance. Parallel processing techniques can also
be utilized to encrypt multiple characters or blocks
simultaneously, further improving efficiency.

TABLE II. COMPARATIVE ANALYSIS OF THE PYTHAGOREAN TRIPLETS ENCRYPTION SCHEME WITH RSA, AES, AND ECC
Pythagorean Triplets
Feature ECC AES RSA
Encryption
) o o ) ) ) Pythagorean triplets
Algebraic structure of elliptic Substitution-permutation | Mathematical difficulty of ) o
Basis ) ) (integer sets satisfying
curves network factoring large primes
a’+b’=c?)
Algorithm Public key EZ;,H(ISS?I(C Public key Private key (integer-based
Type (asymmetric) cipher) (asymmetric) operations)
Key Requires key pairs (public and ) Requires key pairs (public | Requires a private key and
) Uses a symmetric key ) ) )
Management private) and private) specific triplets
High security with shorter key Strong cryptographic Well-understood, robust Novel approach, less
Security
lengths properties security studied in cryptography
Efficient for key generation Highly efficient for large | Computationally intensive Depends on efficiency of
Performance . . .
and operations data but manageable triplet generation
Mobile devices, secure web ) o o
o Encrypting large volumes SSL/TLS, digital Secure communication,
Applications communications, ) ] ]
) of data signatures integer-based operations
cryptocurrencies
) ) Government )
Examples of Mobile and IoT devices, o Secure web traffic, data Proposed novel encryption
) communications, secure )
Use blockchain encryption scheme
data storage
High security with smaller Fast and efficient, widely Widely adopted, robust Potential new layer of
Strengths
keys, efficient used against many attacks complexity and security
Requires elliptic curve . o . .
Symmetric key distribution | Requires larger keys for Needs thorough evaluation
Limitations knowledge, complex ) ) i
) ) challenges higher security for practical use
implementation
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VI. EFFICIENCY, TIME COMPLEXITY AND ROBUSTNESS
AGAINST ATTACKS

The efficiency and time complexity of the proposed
Pythagorean Triplets Encryption Scheme are crucial factors
in determining its practical applicability, especially for large-
scale data encryption. The scheme relies on generating
Pythagorean triplets and performing integer-based operations
for encryption and decryption. The time complexity of
generating Pythagorean triplets is relatively low, as it
involves simple arithmetic operations.

However, the overall efficiency can be impacted by the
need to handle each character or block of data individually.
For small messages or when encrypting individual characters,
the computational overhead is minimal, making the scheme
relatively efficient. However, as the size of the message
increases, the number of required operations grows linearly,
leading to potential inefficiencies. The use of a private key
Pi=n in the encryption process, where ciphertext ct is
computed as ¢”, and the corresponding decryption process,
which involves calculating the root of the ciphertext,
introduces additional computational steps.

These steps, although polynomial in nature, can become
significant when dealing with very large messages or high
values of n. To address this, the scheme can benefit from
optimizations such as block encryption, where multiple
characters are grouped and encrypted as a single unit, thereby
reducing the total number of encryption operations.
Furthermore, the algorithm can be enhanced through parallel
processing techniques, enabling simultaneous encryption of
different blocks, thus improving throughput. The proposed
method's efficiency is also influenced by the hardware
capabilities, as modern processors with high computational
power can handle the required arithmetic operations more
swiftly. In summary, while the Pythagorean Triplets
Encryption Scheme presents a novel approach with a
relatively straightforward time complexity for generating
triplets, its practical efficiency for large-scale encryption
depends on leveraging optimizations like block encryption,
parallel processing, and algorithmic enhancements to manage
the computational load effectively.

The resistance of the Pythagorean Triplets Encryption
Scheme to cryptanalysis is a pivotal aspect in evaluating its
robustness and security. This scheme's novel approach,
leveraging the mathematical properties of Pythagorean
triplets, inherently provides a certain level of complexity that
can thwart basic cryptanalytic efforts. However, to
thoroughly understand its security, one must analyze its
resistance against common cryptographic attacks such as
ciphertext analysis and statistical attacks. Ciphertext analysis,
which involves examining the ciphertext to deduce patterns
or correlations that might reveal the plaintext, can be
challenging against this scheme due to the unique nature of
the triplet-based encryption. Each triplet's generation and the
use of a private key introduce significant variability, making
it difficult for an attacker to predict the relationship between
the ciphertext and the plaintext. Furthermore, since the
encryption involves exponentiation and root extraction based
on the private key, the resultant ciphertext exhibits non-linear
properties that are not easily decipherable through simple
analytical techniques.

Statistical attacks, which exploit frequency analysis and
other statistical properties of the ciphertext to infer the
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plaintext, are also mitigated by this scheme. In traditional
ciphers, certain characters or blocks may appear more
frequently, which can be a vulnerability. However, the
Pythagorean Triplets Encryption Scheme disperses the
frequency  distribution due to the mathematical
transformations involved in generating the triplets and
encoding the ciphertext. The randomness introduced by the
Pythagorean triplets, coupled with the private key's influence
on the encryption process, ensures that even identical
plaintext characters or blocks are likely to produce distinct
ciphertexts. This significantly complicates any attempts to
apply frequency analysis or identify statistical patterns that
could lead to successful decryption without the key.

Moreover, the scheme's resistance is further enhanced by
the potential to employ additional cryptographic techniques,
such as padding and salting, which can introduce extra layers
of randomness and security.

By incorporating these methods, the encryption process
can obscure any residual patterns that might otherwise be
exploited in a statistical attack. Overall, while the
Pythagorean Triplets Encryption Scheme presents a unique
and theoretically sound approach to encryption, its practical
resistance to cryptanalysis relies on the inherent complexity
of the triplet generation and the robust handling of plaintext
variability. Continuous evaluation and potential integration
of supplementary cryptographic measures will be essential to
fortify its defenses against advanced cryptanalytic techniques
and ensure comprehensive security in real-world
applications.

VII. CONCLUSION AND FUTURE WORK

In conclusion, this paper introduces a novel cryptographic
encryption scheme based on the properties of Pythagorean
triplets. By leveraging the inherent mathematical structure of
these triplets, we have developed robust encryption and
decryption formulas that ensure the confidentiality and
security of data.

The implementation of these formulas in a Python-based
program has demonstrated their effectiveness through
various examples. Our results confirm that the proposed
encryption scheme can accurately encode plaintext into
ciphertext and decode it back to plaintext using the generated
Pythagorean triplets.

The Pythagorean Triplets Encryption Scheme presents a
unique approach to cryptographic security by utilizing
integer-based operations, contrasting with traditional
schemes such as RSA, AES, and ECC.

While our initial results are promising, indicating the
potential of this method in providing enhanced security,
further evaluation is necessary to assess its robustness against
modern cryptographic attacks.

Future work will focus on several key areas:

1. Application in Various Domains: We plan to explore
the application of this encryption scheme in different
fields, such as traffic navigation, secure
communications, and data storage. Integrating the
Pythagorean Triplets Encryption Scheme with existing
technologies could provide additional layers of security
in these domains.

Algorithm Optimization: Enhancing the efficiency of
the encryption and decryption algorithms is crucial for
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practical use. We aim to implement block encryption and
parallel processing techniques to improve performance,
especially for large-scale data encryption.

User-Friendly Software Development: Developing a
comprehensive, user-friendly program that includes
ASCII decoding and a graphical interface will facilitate
wider adoption. This program will allow users to input
natural language sentences, automatically encrypt them
using the Pythagorean Triplets method, and choose
suitable private keys randomly.

Security Analysis: Conducting extensive security
analyses to evaluate the scheme's resistance to various
types of cryptographic attacks, such as ciphertext
analysis and statistical attacks, will be a priority.
Understanding the scheme's strengths and potential
vulnerabilities will guide further refinements to enhance
its robustness.

Integration with Other Cryptographic Methods:
Investigating the combination of the Pythagorean
Triplets Encryption Scheme with other cryptographic
methods could yield hybrid solutions that leverage the
strengths of multiple approaches. For instance,
integrating this scheme with symmetric key algorithms
like AES could enhance overall security and efficiency.

Experimental Validation: Performing large-scale
experimental validations and benchmarking against
established encryption methods will provide valuable
insights into the practical applicability and performance
of the proposed scheme.

Through these future endeavors, we aim to advance the
field of cryptography by providing an alternative,
mathematically grounded encryption method that offers
robust security measures. Continuous research and
development will be essential to fully realize the potential of
the Pythagorean Triplets Encryption Scheme and its
contributions to secure communication and data protection.
An interesting research direction is to explore different
communication schemes that need solutions of encryption,
with different types of communication protocols, and not just
trivial ones, as described in [23].
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